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FAQ

● Yes, this will be recorded and sent out!

● You can ask questions throughout the 
presentation and we’ll answer as we can



Today’s Agenda

● Quick intro

● Adversary simulation and purple teaming 
with Stratus Red Team

● Detection engineering with Grimoire

● Conclusion
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Reference Guide Cheat Sheet
Download: cybr.com/stratus-and-grimoire

https://cybr.com/stratus-and-grimoire


Where we're going

➢ How to detect bad stuff? ("Detection engineering")

➢ How to simulate bad stuff? ("Adversary emulation")

➢ How to empower defenders to understand/reproduce bad stuff? 
("Purple teaming")



Setting the stage



Indicators of compromise



(Cloud) indicators of compromise

➢ Docker image names

➢ AWS account ID

➢ AMI ID

➢ User agent, IP address



The Pyramid of Pain

Behavior

Tools

Network & host artifacts

Domain names

IP addresses

Hashes

harder to 
detect

harder to change

AttackersDefenders



As: an attacker,
I want to: ???

So that I can: ???



Modeling attacker behavior



Modeling attacker behavior

https://microsoft.github.io/Threat-Matrix-for-Kubernetes/

https://microsoft.github.io/Threat-Matrix-for-Kubernetes/


Modeling attacker behavior

https://microsoft.github.io/Azure-Threat-Research-Matrix/

https://microsoft.github.io/Azure-Threat-Research-Matrix/


Modeling attacker behavior

https://securitylabs.datadoghq.com/cloud-security-atlas/

https://securitylabs.datadoghq.com/cloud-security-atlas/


I secure your door but also 
know how to lockpick

Purple teaming



Reproduce attack

Observe generated data
logs, artifacts, analytics

Develop / improve detection



The problem with cloud purple teaming

Challenging to handle pre-requisite infrastructure



T1562.008: Impair Defenses: Disable or Modify Cloud Logs

a.k.a "Disable CloudTrail logging"



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



T1562.008: Impair Defenses: Disable or Modify Cloud Logs

Cleaning up our test



T1562.008: Impair Defenses: Disable or Modify Cloud Logs

Woops



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



T1562.008: Impair Defenses: Disable or Modify Cloud Logs



Stratus Red Team

➢ “Atomic Red Team for the Cloud”
➢ Written in Go
➢ Packaged with cloud-native attacks



Demo



https://www.youtube.com/watch?v=GJENDhzO7j4

https://www.youtube.com/watch?v=GJENDhzO7j4


Reproduce attack

Observe generated data
logs, artifacts, analytics

Develop / improve detection



Cloud environment
Attack

????



Grimoire



Grimoire

Detonate attack

CloudTrail event history

Poll CloudTrail

UUID

UUID



Demo



Demo



Demo
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Cloud audit logs dataset



Cloud audit logs dataset



Wrapping up



Lab: https://cybr.com/try-stratus

https://cybr.com/try-stratus


Contributions welcome!



Reference Guide Cheat Sheet
Download: cybr.com/stratus-and-grimoire

https://cybr.com/stratus-and-grimoire


Thank you for attending!

Any questions?

Live training webinars
https://cybr.com/webinars

Christophe Limpalair
linkedin.com/in/christophelimpalair

Christophe Tafani-Dereeper
linkedin.com/in/christophetafanidereeper




